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Nagios Remote Plugin Executor (NRPE) allows you to monitor remotely resource metrics on the servers of your

PoolA

None defined @ Enable NRPE
® Power On
Disabled General Configuration
i & Network Monitoring servers: monitor.domain.com
: IGMP snooping disabled O Record debugging messages to syslog
Clusteri
g [l‘j‘_ e}r;ng’ @ Record SSL messages to syslog
sabled
& Advanced - - -
o Don't co T o I Metric Warning Threshold Critical Threshold
on't compress VMs during mi
= NRPE Host CPU Load 8 9
NRPE Configuration Host CPU Usage (%) 20 20
Host Memory Usage (%) 30 90
Host vGPU Usage (%) 40 90
Host vGPU Memory Usage (%) 50 90
Dom0 CPU Load 27,2625 32313
Dom0 CPU Usage (%) 60 20
Dom0 Memory Usage (%) 70 90
Dom0 Free Swap (%) 80 10
Dom0 Root Partition Free Space (%) 90 10

[}
o

Dom0 Log Partition Free Space (%) 22

NRPE check name: check_disk_log |
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XI'_TI_:

[=1

SNMP 7|52 XenServer Z2|0| = WItat 20| AFEE £ JAEL|CH XenServer 20| MlAoff CHSE XEA| S LY
22 oA S EXSHMAIQ. FO8|0| =5 £Hst7LE XenServer 2l0|MIA S Fl5t2{H XenServer g AIO|EE

YESIHUAIL.

XenCenter YYYY.x.x £ OF&] T2 M stA0f| A Citrix Hypervisor 8.2 CUL 2t &HH| AL & UEE X|Y=|X|
&LIch Citrix Hypervisor 8.2 CUL Z2HM st7 g 2t2|stH XenCenter 8.2.7 € AFBSHUAIL.

XenCenter 8.2.7 1t XenCenter 2023.x.x £ 83t A|AHIO| MX|2 o~ U&LICEH XenCenter 2023.x.x € &X|
Si= XenCenter 8.2.7 MX|E HO{MX| k&Lt

E Z2|xr gE2 AH25tH SNMP £ Ar23t0] XenServer SAEQF SAEQ| Mo £H|QI2 domO O|AM AFE3SH= 2|AAS
ZHOZ DLIHAE 4 ASLICL HESR S Ha| A|AH (NMS) 0|2t = 3t= SNMP Z2|Xt= XenServer SAE0| A Al

= SNMP ofo|MEo| #Hz| 28 2-LICL. SNMP ofo]HE = CtFot i E2|of| A =T &l HIO|E{E NMS 2 CHA]| H&5H0d
olz{3t #2| M0 SEELICH +TE £ U= Ho|EE 22| & Ho|A (MIB) 2He HIAE mto| OID(ZHA| AlEX) 2 ¥

| A
o|glLiCt, OID = CPU E= H=2| At 22 WEQIT EX|of cht 8 J7tstt EF HEE LIEFLICE

tEdt XenServer ol M £ O[HIE 7L MM S-S NMS 0l Z105H= O 0| M E7F AR S BIAIX|Ql ERE 7MY
H2| ¥ EY ZF XenServer £2| HEIE ELIE{-St= O] A8 4= JASLICHL OS2 HEZ Y E
XenServer Ct2 2E HO[X|of|M CHREEE =+ = MIB It XENSERVER-MIB. txt2 OID 2 A/HELICH T2 &

= Ol2{st HIEZ] 5! E 2K CHet WEE MSetic.

ChE @Ol LIE &l HIERIS AME310] XenServer =AE0| O3t EF FEE 8T 4= ASLICH 0[2{3 HERI2 SNMP 22|
Xt7t SNMP of[o|HE0]| 2| 2ES 2 m Ar&StEZ NMS 0f|Af 0] H|O[E & & 4= JAELICH

NMS = xe CLI 0l A o]2{3t HIE= 2K 2| HHetEl HO|HE & = UAELICH xe CLIOIM HER 2K
M host-data-source-query =& vm-data-source-queryg (£) &#st1 RRDD H|O|E{ 2AE
data-source o7 © ZIOE HMBsHH A 2. of:

xe host-data-source-query data-source=cpu_avg host=<host UUID>
<!--NeedCopy-->

XI'_TI_:

[=1

712822 NMS = ZE 161 2 AH83t0f SNMP oflo|HE0| OID 2| 2 s 2L
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24| A/Hxt (OID) RRDD H[O[Ef &A BEstE ol E 4

.1.3.6.1.4.1.60953.1.1.1.1 memory Domo0 = H|=2| (MB) R2g=32

.1.3.6.1.4.1.60953.1.1.1.2 memory_internal_frRem0 At 7ts¢t oz 2| 2ogl=32
(MB)

.1.3.6.1.4.1.60953.1.1.1.3 cpu_usage DomO0 CPU AIS% (&2 ERE

.1.3.6.1.4.1.60953.1.1.1.4

.1.3.6.1.4.1.60953.1.1.1.5

memory_total_kib

memory_free_kib

)

SAE % 0j22| (MB)

Mo

SAE o{g 022 (MB)

.1.3.6.1.4.1.60953.1.1.1.6 cpu_avg SAE CPUAEY (WEE) EZE=2E

.1.3.6.1.4.1.60953.1.1.1.7 (&2 1 #=x) PCPU H= 2sgl=32
.1.3.6.1.4.1.60953.1.1.1.8 running_vcpus A3 0l yCPU Hs H3gl=32
.1.3.6.1.4.1.60953.1.1.1.9 running_domains AWl FIVM HS Bs5ole32

&

.

1. PCPU 2| 0|F2 cpu Flofl X7t 2= WAl o2 £[0] AELICH xe CLIOIAM PCPU £~ #2|5t2{H i3 EH

xe host-data-source-list host=<host UUID> | grep -E 'cpul[0-9]+
$l

This returns a list of the CPU metrics that match the regular expression cpu [0-9] +.

e
EY2 EX OHEY 2hdg mj SNMP Z2[xtollA| 2|7 2/sf SNMP Ol0]HE7L EUjl= 2112, 0| & E¢lf XenServer =4
EZ DLIHYSD 2XE x7|0f AHE & ASLICH Mzt Z2HE 0 (0f: SAE CPU AL 0| LT £2 22) EMs MY

L

S=2 SNMP 482 743 4 JALICH E20| M4E/p NMS 2 HAE 1 CHS BEJ E x| Y22 wakEt,
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.1.3.6.1.4.1.60953.1.10.1.1operation =X
.1.3.6.1.4.1.60953.1.10.1.2ref =Xt
.1.3.6.1.4.1.60953.1.10.1.3uu1d N ]
.1.3.6.1.4.1.60953.1.10.1.4name =X
.1.3.6.1.4.1.60953.1.10.1.5priority e

.1.3.6.1.4.1.60953.1.10.1.6cLass =X
.1.3.6.1.4.1.60953.1.10.1.70bj-uuid =X
.1.3.6.1.4.1.60953.1.10.1.8timestamp =Xt
.1.3.6.1.4.1.60953.1.10.1.9body =Xt
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CHS 2t & shLtY # US|
Ct. add == del.
operationg (&)
XenServer oA EBZS M
Mt NMS 2 Mast
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Ct. VM, Host, SR,
Pool, VMPP, VMSS,
PVS_proxy, VDI E&
Certificate.
class Zco| Chkst Saf
£9| xapi 244 UUID L
ct.

E#0|

0=

HE AlZtL|ct

=

name ZE=o cfsk XpAISH

HH,

SAEE SYUY XenServer HTEE A&@sliof 5t 0f HTOl= SNMP Z2{3¢10] Zet&[0{0F ZiLCt.
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HTES HAStD AR 47| HEY & AFLILH SAE EE= 22 2N

T4 20| SNMP £ X|&st= XenServer
HZE 2| XenServer 2 YH|0|EEL|CE,

+ A8 QI NMS = SNMPv2c &= SNMPv3 £ X|sHjof ZLCt.

+ NMS 2 XenServer = HEAZ HZAE|0f Q0{0F EHL|CE.

Xk =

o M| E E= 0l £5HK] 42 =7 AHH SAE O3 SNMP 8™HE 2 4Y = USLICH 9ixi= E2| 7HE SAE0
Chet SNMP 238 742 + iUt

« 0|0 SNMP 7} g4dste| 1 Y0 U= E0| 2AEES FI15H= 2 XenCenter = 22 SNMP 283 M S AE

£ F7et = E0M SNMP 282 M7 d5tAHL 20| =71517| ol St

MZAEE FItot 2 20)M SNMP S M7 4 = = AE &F 8l 4% S0/ X 2+ ZET} O
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« Citrix Hypervisor 8.2 CU1 0l XenServer 8 2 £ £ ¥ 12|0|=E +¥5l7{Lt XenServer SAE 8! E0]|
C

YHO|EE HME3L| Hof o|Hof| +F22 +Hst ERYt BR

- /etc/snmp/snmpd.xs.conf
- /etc/sysconfig/snmp
- /var/lib/net-snmp/snmpd.conf

o SNMP Of|o|MEJt @Izl Mei e EYMS MMHE 4 QIELICH oE S0 SNMP O0|HETL CHA| A|ZtE[HLE 2
TC|H|O|E 7t M E - = HLE CHA| XIHEl Z 2Lt
XenCenter £ AH235t06{ SNMP £ 714 8tL|Ct

A% Z0fl Clish SNMP £ 71de & A&LIC xe CLIE A8
E5t0{ SNMP =¥ ZoHHA 2.

XenCenter &E= xe CLI 2 AIE6I0] S&! MY SAE =

5tof SNMP & 7 4st= ol Tt XiM|St LHE2 xe CLI £ A

—.—|'>|

1. XenServer CH2ZE H|O| X0 XENSERVER-MIB. txtmE ChR2EEsHD {dt= NMS 2 7H4SLch
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Xi:-"’; e Server Updates

XenServer 8 Stream  Citrix Hypervisor 8.2 CU1 or earlier

Pool/Host XenServer-Pool-1

XenServer-Pool-1 Update Channel

Specify how soon you want to access updates.

Channel: [Normal v

XenCenter x
te channel
XenCenter recommends that you synchronize the selected pool(s) or
standalone host(s) with the specified update channel as soon as possible to
retrieve the latest available updates.

~

Do you want to synchronize immediately?

Yes, Synchronize No

Optionally, specify a proxy to use when synchronizing with the selected update
channel (example: https://server:port).

ace varies automatically.

Proxy URL: |

Username: |

Password: |

Apply Discard
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Ll Updates (27) Filters are OFF

View v Filterby: Server + Configure Updates... Synchronize All ~ Install Updates... Export

| Updates available at last synchronization Update channel Last synchronized  Last updated

= Pool-A Early Access Mar 5, 2024 8:58:49...
= [ xrtmia-05-22
 No updates found at last synchronization
# [ xrtmia-05-32
= @ Pool-B
= [ 1cy2-dt61
=¥ The server will be evacuated prior to installing updates

=p Mandatory update tasks:
Reboot the server

+ eZSecurityfixes
+ (O 11 bug fixes
O 05improvements

B N 3 new features

New Feature: Add multipath check to NRPE integration

Never
Never

Early Access Mar 5, 2024 9:26:08...

Never

New Feature: Monitor host and dom0 resources with SNMP

New Feature: Supporting Linux guests UEFl and § S
¥ G 6 foundational changes New Feature: Supporting Linux guests UEF| and Secure Boot X
51 T3 packages will be updated Supporting Linux guests UEF| and Secure boot.

Current UEFI-supported Linux distributions include:
* Red Hat Enterprise Linux 8

* Red Hat Enterprise Linux 9 (preview)

* Ubuntu Focal Fossa 20.04

* Ubuntu Jammy Jellyfish 22.04

0 New feature
https://docs.xenserver.com/en-us/xenserver/8/vms

XENSERVER-2024-980
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View ~ | Filter by: Server ~ Update Type ~ Update Task ~ Install Updates... Export Columns ~
Update Server / Pool Mandatory tasks Recommended... Full effectivene...

® Updates to storage manager

O Toolstack fixes and improvements

Pool-B

1 Ne-l D

Dl ea ©

9 Security Fix: Security update to the kerr
o Update fastling driver to version 8.74.0.
O Updates to Xen

© Toolstack fixes and improvements

e Update to VNCTerm

() New Feature: Add multipath check to
integration

O GFS2 SR Improvements

e Update to openssh

Security Fix: Security update to the kernel X

* Fix for XSA-448 / CVE-2023-46838

9 Security fix
Severity: High

=§ Mandatory update tasks:
Reboot the server

XENSERVER-2024-1009

O Updates to Storage Manager
O Toolstack fixes
o Update to Xen 4.17.3

o Update cgroup libraries

New Feature: Monitor host and dom0
resources with SNMP

O GFS2 Storage improvements

© Fix SR-IOV on Intel E210 NICs

G Packaging changes for pvsproxy
e Security Fix: Security Update for Xen

O Updates to xenserver-release

0 New Feature: Supporting Linux guests UEFI

and Secure Boot
G Build updates for gemu

€3 Ruild channes for xenserver-release
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x enCente . O
File  View Pool Server VM  Storage Templates Tools  Help
o Back ~ Forward Eh Add New Server New Pool New Storage New VM Shut Down Reboot Suspend
L} Updates (1) Filters are OFF
£y Alerts (13) pd
G Updates (1) Filter by Server ~  Synchronize All - Install Updates.. | Export All
KenServer § Stream
Q— Updates Updates available at last synchronization Last synchronized Last updated
Citrix Hypervisor 8.2 CUT or earlier B R XenServer-Pool-1 Aug 7, 2023 £02:55 PM
(¥ Events = @XEnSeNer-Hﬂst-Z MNewver
=] O'I improvement
= Improvement: Update Product Version to 8.3.60
Version bumps for Mile Public Preview (and early preview deliveries)
= 33 packages will be updated
xenserver-release-8.3.60-1xs8.x86_64.rpm
xenserver-release-config-8.3.60-1.xs58.x86_64.rpm
xenserver-release-presets-8.3.60-1.xs8.x86_64.rpm
+ E}XenSeNer-Host-3 Mever
H E}KenSeNer-Host-1 MNewver
x Install Update — O X
a Before You Start 7]
Before You Start You can use this wizard to install software updates to your servers,
Select Update
ﬁ e e Select the version group of servers you want to update.
- Select Servers
.- Objects (®) XenServer & Stream
Pre-checks
Citrix Hypervisor 8.2 CU1 or earlier
i%i Organization Views Install Update O WP
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[0 Pool-A (Licensed with [XenServerProduct] Premium Per-Socket) Logged in as: Local root ac

General Memory Storage Networking GPU ~ HA WLB  Users PVS  Search

Pool General Properties

Properties Expand all Collaps
General |

Updates \

Update channel: Normal

Last synchronized: Mar 6, 2024 1:32:02 AM Synchronize Now
Synchronization 88155bf8d2aa8d84b86a257aabd38558068f4dc39fd99cal847a71a9206b751d

checksum:

Checksum of latest xrtmia-03-22: 88155bf8d2aa8d84b86a257aabd38558068f4dc39fd99calB47a71a9206b751d

applied updates: xrtmia-03-32: 88155bf8d2aa8d84b86a257aabd38558068f4dc39fd99calB47a71a9206b751d

Pending recommended We recommend that the following tasks are carried out after the latest installation of updates:
tasks on xrtmia-05-22: Reboot this server

Pending recommended We recommend that the following tasks are carried out after the latest installation of updates:
tasks on xrtmia-05-32: Reboot this server
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LSt oidl| E ACIHO|E 7t S7|2tet &S UEH = M3 42 2XIE YOI0|ES| +FS LIEHE 2 S AEQ HEYE EAIE

LICE, ol2{st M2 M2 7| XY B M0l 22lsl{0f 5t= B2 R EE MSE + AELICH

[ xrtmia-05-22 in ‘Pool-A’" (Licensed with [XenServerProduct] Premium Per-Socket) Logged in as: Local root

General Memory Storage Networking NICs GPU  Console Performance Search

Server General Properties

Properties Expand all Coll
General
Certificates

License Details
Version Details

Updates

Last updated: Mar 6, 2024 1:59:01 AM

Checksum of latest 88155bf8d2aa8d84b86a257aabd38558068f4dc39fd99ca0847a71a9206b751d
applied updates:

Pending recommended We recommend that the following tasks are carried out after the latest installation of updates:

tasks on xrtmia-05-22: Reboot this server
SAEHFE FQ Y
O] MMoj M= XenServer SAE Ll 27 Q1 22 20| FLICH
EESt MK 2l 0| EQl £+FE LIEHHE MIME EAELICL Ol MI3M2 7|= XY BXMof 2oldiof st= 22 8%t HEE
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[ CentOS 7 (1) on "xrtmia-05-22° Logged in as: Local root acc

General Memory Storage Networking Console Performance Snapshots Search

VM General Properties

Properties Expand all

General

Updates

Pending full The following tasks need to be carried out if you want any latest installed updates specific to your

effectiveness tasks on system to take full effect:
CentOS 7 (1): Reboot this VM

Collapse

Boot Options
CPUs

Read Caching
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